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Today’s objectives 

Wrap up public-key cryptography


Describe Zero Knowledge Proof system


Introduce commitments


Construct a ZKP system for “arbitrary” statements


Describe frontier of ZKP research
2



3

Alice Bob
k k

Eve

Public Key Cryptography:
Can Alice and Bob securely communicate, even if they are 
speaking for the very first time?
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Today

~50 years of modern 
cryptography…

Have we solved everything?
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Today

~50 years of modern 
cryptography…

Have we solved everything?

We’ll look at some of the more 
exotic cryptography researchers 
are working on now
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Alice Bob

The kind of cryptography we’ll be looking 
at: Alice does not completely trust Bob 
(and vice versa)
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Alice Bob

 sk <- Zq 
 r <- Zq 

gr

 c <- Zq 

s = r + sk⋅c

pk =  gsk

gr ⋅ pkc ?= gr+sk⋅c

Identification Scheme
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Alice Bob

Zero Knowledge 
Proofs



Prover Verifier
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Prover Verifier
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I can solve this 
puzzle



Prover Verifier
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Ok, show me

I can solve this 
puzzle



Prover Verifier
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No! That would 
ruin the fun!

Ok, show me

I can solve this 
puzzle



Prover Verifier
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No! That would 
ruin the fun!

Ok, show me

I’ll prove it 
without showing 

you

I can solve this 
puzzle



Prover Verifier
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No! That would 
ruin the fun!

Statement

Witness

Ok, show me

I can solve this 
puzzle



Prover Verifier
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Statement S

Witness w

Statement S

Interactive Proof



Prover Verifier
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Statement S

Witness w

Statement S

Interactive Proof

…



Prover Verifier
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Statement S

Witness w

Statement S

Interactive Proof

…

ACCEPT/REJECT



Prover Verifier
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Completeness 
“When interacting with honest P with a witness, V accepts 
with high probability”

(Knowledge) Soundness 
“For any P who does not have a witness, V rejects with high probability”

A Zero Knowledge Proof is an 
interactive protocol between P and V

Zero Knowledge 
“V learns nothing (beyond that the statement is true 
and P has a witness of this fact)”



Prover Verifier
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To build more complicated cryptography

Why might we want ZK proofs?

Privacy-preserving block-chains

Many bespoke applications

Electronic voting

Outsourced computation
Validate summary of databases

…



Prover Verifier
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Commitments

m



Prover Verifier
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Commitments

m



Prover Verifier
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Commitments

m

…
m



Prover Verifier
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Commitments

m

…
m

Hiding: 
“Receiver learns 
nothing about m (until 
he receives the key)”



Prover Verifier
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Commitments

m

…
m

Hiding: 
“Receiver learns 
nothing about m (until 
he receives the key)”
Binding: 
“Sender cannot 
change what she put 
in the lockbox”



Prover Verifier
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Prover Verifier
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Graph 3-Coloring

I can 3-color 
this graph
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Graph 3-Colorability is an NP Complete Problem
“If we build a system that handles 3-colorability, we can handle 
proofs of any statement (in NP)”



Observation: If you have 1 coloring, you can construct 6 colorings
Graph 3-Coloring
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Observation: If you have 1 coloring, you can construct 6 colorings
Graph 3-Coloring
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Graph 3-Coloring

V P
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Graph 3-Coloring

V P
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Graph 3-Coloring

V P
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Graph 3-Coloring

V P
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Graph 3-Coloring

V P
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Graph 3-Coloring

V P
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Graph 3-Coloring

V P
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Graph 3-Coloring

V P
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Graph 3-Coloring

V P
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Graph 3-Coloring

V P
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Graph 3-Coloring

V P
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Graph 3-Coloring

V P

Completeness: Honest P can 
always open a valid edge
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Graph 3-Coloring

V P

Soundness…

42

Malicious P does 
not have a witness



Graph 3-Coloring

V P

Soundness…

43

Malicious P does 
not have a witness



Graph 3-Coloring

V P

Soundness: V catches P with 
probability at least 1/|E|
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Malicious P does 
not have a witness



Graph 3-Coloring

V P

Soundness: P who does not know a 
coloring must cheat on some edge

V chooses that edge with probability  
1
E

If parties repeat  times, P wins with 
probability at most

r

( E − 1
E )

r

Negligible in r45



Why is it Zero Knowledge?

46

V P



Why is it Zero Knowledge?
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V
V already knows what he’s 

going to see! 

Two uniformly random, distinct 
colors



Zero Knowledge Proof
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Complete 
Sound 

Zero Knowledge

What more might we want?



Prover Verifier
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Statement S

Witness w

Statement S

Interactive ZK Proof

…

ACCEPT/REJECT



Prover Verifier
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Statement S

Witness w

Statement S

Non-Interactive ZK Argument

ACCEPT/REJECT



Random oracle H P
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Non-Interactive ZK Argument



Prover Verifier
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Statement S

Witness w

Statement S

ACCEPT/REJECT

Non-Interactive ZK Argument



Prover Verifier
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Statement S

Witness w

Statement S

Succinct Non-
Interactive ZK 

Argument

ACCEPT/REJECT

Proof much smaller than 
the statement itself
Verifier checks the proof 
very quickly

(ZK-SNARK)



Zero Knowledge Proof
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Complete 
Sound 

Zero Knowledge

Non-interactive 
Succinct 

Concretely Fast 
Usable



Today’s objectives 

Wrap up public-key cryptography


Describe Zero Knowledge Proof system


Introduce commitments


Construct a ZKP system for “arbitrary” statements


Describe frontier of ZKP research
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