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Today’s objectives

Wrap up public-key cryptography

Describe Zero Knowledge Proof system

Introduce commitments

Construct a ZKP system for “arbitrary” statements

Describe frontier of ZKP research
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Public Key Cryptography:

Can Alice and Bob securely communicate, even if they are
speaking for the very first time?
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Abstract—Two kinds of contemporary developments in cryp-
tography are examined. Widening applications of teleprocessing
have given rise to a need for new types of cryptographic systems,
which minimize the need for secure key distribution channels and
supply the equivalent of a written signature. This paper suggests
ways to solve these currently open problems. It also discusses how
the theories of communication and computation are beginning to
provide the tools to solve cryptographic problems of long stand-
ing.

1. INTRODUCTION

E STAND TODAY on the brink of a revolution in

cryptography. The development of cheap digital
hardware has freed it from the design limitations of me-
chanical computing and brought the cost of high grade
cryptographic devices down to where they can be used in
such commercial applications as remote cash dispensers
and computer terminals. In turn, such applications create
a need for new types of cryptographic systems which
minimize the necessity of secure key distribution channels
and supply the equivalent of a written signature. At the
same time, theoretical developments in information theory
and computer science show promise of providing provably
secure cryptosystems, changing this ancient art into a
science.

The development of computer controlled communica-
tion networks promises effortless and inexpensive contact
between people or computers on opposite sides of the
world, replacing most mail and many excursions with
telecommunications. For many applications these contacts
must be made secure against both eavesdropping and the
injection of illegitimate messages. At present, however, the
solution of security problems lags well behind other areas
of communications technology. Contemporary cryp-
tography is unable to meet the requirements, in that its use
would impose such severe inconveniences on the system
users, as to eliminate many of the benefits of teleprocess-
ing.
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The best known cryptographic problem is that of pri-
vacy: preventing the unauthorized extraction of informa-
tion from communications over an insecure channel. In
order to use cryptography to insure privacy, however, it is
currently necessary for the communicating parties to share
a key which is known to no one else. This is done by send-
ing the key in advance over some secure channel such as
private courier or registered mail. A private conversation
between two people with no prior acquaintance is a com-
mon occurrence in business, however, and it is unrealistic
to expect initial business contacts to be postponed long
enough for keys to be transmitted by some physical means.
The cost and delay imposed by this key distribution
problem is a major barrier to the transfer of business
communications to large teleprocessing networks.

Section 111 proposes two approaches to transmitting
keying information over public (i.e., insecure) channels
without compromising the security of the system. In a
public key cryptosystem enciphering and deciphering are
governed by distinct keys, E and D, such that computing
D from E is computationally infeasible (e.g., requiring
10190 jnstructions). The enciphering key E can thus be
publicly disclosed without compromising the deciphering
key D. Each user of the network can, therefore, place his
enciphering key in a public directory. This enables any user
of the system to send a message to any other user enci-
phered in such a way that only the intended receiver is able
to decipher it. As such, a public key cryptosystem is a
multiple access cipher. A private conversation can there-
fore be held between any two individuals regardless of
whether they have ever communicated before. Each one
sends messages to the other enciphered in the receiver’s
public enciphering key and deciphers the messages he re-
ceives using his own secret deciphering key.

We propose some techniques for developing public key
cryptosystems, but the problem is still largely open.

Public key distribution systems offer a different ap-
proach to eliminating the need for a secure key distribution
channel. In such a system, two users who wish to exchange
a key communicate back and forth until they arrive at a
key in common. A third party eavesdropping on this ex-
change must find it computationally infeasible to compute
the key from the information overheard. A possible solu-
tion to the public key distribution problem is given in
Section I1I, and Merkle [1] has a partial solution of a dif-
ferent form.

A second problem, amenable to cryptographic solution,
which stands in the way of replacing contemporary busi-
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phered in such a way that only the intended receiver is able
to decipher it. As such, a public key cryptosystem is a
multiple access cipher. A private conversation can there-
fore be held between any two individuals regardless of
whether they have ever communicated before. Each one
sends messages to the other enciphered in the receiver’s
public enciphering key and deciphers the messages he re-
ceives using his own secret deciphering key.

We propose some techniques for developing public key
cryptosystems, but the problem is still largely open.

Public key distribution systems offer a different ap-
proach to eliminating the need for a secure key distribution
channel. In such a system, two users who wish to exchange
a key communicate back and forth until they arrive at a
key in common. A third party eavesdropping on this ex-
change must find it computationally infeasible to compute
the key from the information overheard. A possible solu-
tion to the public key distribution problem is given in
Section III, and Merkle [1] has a partial solution of a dif-
ferent form.

A second problem, amenable to cryptographic solution,
which stands in the way of replacing contemporary busi-
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~50 years of modern
cryptography...

Have we solved everything”?

We'll look at some of the more
exotic cryptography researchers
are working on now



The kind of cryptography we’ll be looking
at: Alice does not completely trust Bob
(and vice versa)
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| can solve this
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| can solve this
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| can solve this
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ﬁ Interactive Proof .

Prover Verifier
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Prover Verifier

A Zero Knowledge Proof is an
Interactive protocol between P and V
Completeness

“When interacting with honest P with a witness, V/ accepts
with high probability”

(Knowledge) Soundness
“For any P who does not have a witness, V rejects with high probability”

Zero Knowledge

“V learns nothing (beyond that the statement is true
and P has a witness of this fact)”
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Why might we want ZK proofs?

Prover Verifier
To build more complicated cryptography
Privacy-preserving block-chains
Many bespoke applications

Outsourced computation
Validate summary of databases

Electronic voting
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Commitments

Prover Verifier
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Commitments

Prover Verifier
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Commitments

Prover Verifier
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Commitments

Verifier

Hiding:

“Recelver learns
nothing about m (until
he receives the key)”
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Commitments

Verifier

Hiding:

“Recelver learns
nothing about m (until
he receives the key)”

Binding:

“Sender cannot
change what she put
INn the lockbox™
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Graph 3-Coloring H

Prover Verifier

| can 3-color
this graph
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The Complexity of Theorem-Proving Procedures

Stephen A. Cook

University of Toronto

Summary

It is shown that any recognition
problem solved by a polynomial time-
bounded nondeterministic Turing
machine can be "reduced" to the pro-
blem of determining whether a given
propositional formula is a tautology.
Here '"reduced'" means, roughly speak-
ing, that the first problem can be
solved deterministically in polyno-
mial time provided an oracle is
available for solving the second.
From this notion of reducible,
polynomial degrees of difficulty are
defined, and it is shown that the
problem of determining tautologyhood
has the same polynomial degree as the
problem of determining whether the
first of two given graphs is iso-
morphic to a subgraph of the second.
Other examples are discussed. A
method of measuring the complexity of
proof procedures for the predicate
calculus is introduced and discussed.

Throughout this paper, a set of
strings means a set of strings on.
some fixed, large, finite alphabet I.
This alphabet is large enough to in-
clude symbols for all sets described
here. All Turing machines are deter-
ministic recognition devices, unless
the contrary is explicitly stated.

1. Tautologies and Polynomial Re-
Reducibility.

Let us fix a formalism for
the propositional calculus in
which formulas are written as
strings on L. Since we will re-
quire infinitely many proposition
symbols (atoms), each such symbol
will consist of a member of I
followed by a number in binary
notation to distinguish that
symbol. Thus a formula of length
n can only have about n/logn
distinct function and predicate
symbols. The logical connectives
are § (and), v (or), and 7 (not).

The set of tautologies
(denoted by { tautologies}) is a

-151-

certain recursive set of strings on
this alphabet, and we are interested
in the problem of finding a good
lower bound on its possible recog-
nition times. We provide no such
lower bound here, but theorem 1 will
give evidence that { tautologies} is

a difficult set to recognize, since
many apparently difficult problems
can be reduced to determining tau-
tologyhood. By reduced we mean,
roughly speaking, that if tauto-
logyhood could be decided instantly
(by an '"oracle'") then these problems
could be decided in polynomial time.
In order to make this notion precise,
we introduce query machines, which
are like Turing machines with oracles
in [1].

A query machine is a multitape
Turing machine with a distinguished
tape called the query tape, and
three distinguisaed states called
the query state, yes state, and no
state, respectively. If M 1is a
query machine and T 1is a set of
strings, then a T-computation of M
is a computation of M 1in which
initially M is in the initial
state and has an input string w on
its input tape, and each time M
assumes the query state there is a
string u on the query tape, and
the next state M assumes is the
yes state 1f ueT and the no state
if ufT. We think of an '"oracle",
which knows T, placing M in the
yes state or no state.

Definition

A set S of strings is P-redu-
cible (P for polynomial) to a set
T of strings iff there is some
query machine M and a polynomial
Q(n) such that for each input string
w, the T-computation of M with in-
put w halts within Q(|w|) steps
(|w| is the length of w), and ends
in an accepting state iff) weS.

It is not hard to see that
P-reducibility is a transitive re-
lation. - Thus the relation E on

REDUCIBILITY AMONG COMBINATORIAL PROBLEMS+

Richard M. Karp

University of California at Berkeley

Abstract: A large class of computational problems involve the
determination of properties of graphs, digraphs, integers, arrays
of integers, finite families of finite sets, boolean formulas and
elements of other countable domains. Through simple encodings
from such domains into the set of words over a finite alphabet
these problems can be converted into language recognition problems,
and we can inquire into their computational complexity. It is
reasonable to consider such a problem satisfactorily solved when
an algorithm for its solution is found which terminates within a
number of steps bounded by a polynomial in the length of the input.
We show that a large number of classic unsolved problems of cover-
ing, matching, packing, routing, assignment and sequencing are
equivalent, in the sense that either each of them possesses a
polynomial-bounded algorithm or none of them does.

1. INTRODUCTION

All the general methods presently known for computing the
chromatic number of a graph, deciding whether a graph has a
Hamilton circuit, or solving a system of linear inequalities in
which the variables are constrained to be 0 or 1, require a
combinatorial search for which the worst case time requirement
grows exponentially with the length of the input. 1In this paper
we give theorems which strongly suggest, but do not imply, that
these problems, as well as many others, will remain intractable
perpetually.

+This research was partially supported by National Science Founda-
tion Grant GJ-474,
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Graph 3-Colorability is an NP Complete Problem

“If we build a system that handles 3-colorability, we can handle
proofs of any statement (in NP)”




Graph 3-Coloring
Observation: If you have 1 coloring, you can construct 6 colorings
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Graph 3-Coloring
Observation: If you have 1 coloring, you can construct 6 colorings
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Graph 3-Coloring
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Completeness: Honest P can
always open a valid edge
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Graph 3-Coloring
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Malicious P does
not have a withess

Soundness...
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Graph 3-Coloring
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Malicious P does
not have a withess

Soundness: V catches P with
probability at least 1/IEl
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Graph 3-Coloring
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Soundness: P who does not know a
coloring must cheat on some edge

1
V chooses that edge with probability —

)
If parties repeat r times, P wins with

probability at most
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Why is it Zero Knowledge?
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Why is it Zero Knowledge?

_

V already knows what he’s
going to see!

Two uniformly random, distinct
colors
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Zero Knowledge Proof

Complete
Sound
Zero Knowledge

What more might we want?
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MNon-lnteractive ZK Argument

Prover Verifier

Statement S Statement S

Withess w
ACCEPT/REJECT
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Non-Interactive ZK Argument
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Succinct Non-
Interactive ZK
P  Q Argument

Prover Verifier
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Proof much smaller than
the statement itself

Verifier checks the proof
very quickly
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Zero Knowledge Proof

Complete
Sound
Zero Knowledge

Non-interactive
Succinct
Concretely Fast

Usable
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Today’s objectives

Wrap up public-key cryptography

Describe Zero Knowledge Proof system

Introduce commitments

Construct a ZKP system for “arbitrary” statements

Describe frontier of ZKP research



